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CLOSING 
 

REPORT OF INVESTIGATION 
 

WILLIAM MENDOZA (EMPLOYEE CASE) 
 

SUMMARY 

The OIG was contacted by the Washington Metro Area Transit Authority Police Department, 
Criminal Investigative Division (WMATA) regarding potential criminal activity by a U.S. 
Department of Education (ED) employee while utilizing government SmarTrip benefits. 
WMATA alleged that William Mendoza, then ED's Executive Director of the White House 
Initiative on American Indian and Alaska Native Education, was taking, or attempting to take, 
photographs/video under the skirts of women with a type of smart phone while utilizing the 
Metro Transit system. The OIG investigation revealed that Mendoza engaged in criminal 
conduct while on government work time and/or while utilizing government t ransit benefits. 
Prior to the resolution of the OIG's investigation, Mendoza resigned from ED. 

VIOLATIONS 

The activities identified in this report are violations of: 

• 22 D.C. Code §§ 3531(d), 1803 (2001 ed.)- Attempted Voyeurism 
• 31 USC 1349- M isuse of Government Property 
• ED Code of Conduct Violations 

PREDICATION 

On August 8, 2016, the OIG was contacted by WMATA regarding potential criminal activity by 
an ED employee while utilizing government SmarTrip benefits. Through victim/witness 
accounts, SmarTrip account data and video footage, WMATA's investigation developed 
information that William Mendoza, then ED's Executive Director of the White House Initiative 
on American Indian and Alaska Native Education, was taking or attempting to take, 
photographs/video under the skirts of women with a type of smart phone while utilizing the 
Metro Transit system. 

NARRATIVE 

The OIG initiated an investigation into potential administrative violation(s) committed by 
Mendoza including misuse of government property and government time, conduct prejudicial 
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William Mendoza (EMPLOYEE CASE) 16-000756 

to the federal government, conduct unbecoming a federal employee and inappropriate 
behavior of a sexual nature. 

On November 21, 2016, WMATA obtained and executed an arrest warrant on Mendoza for 
attempted voyeurism, DC Code § 22-3531. Search warrants for Mendoza's electronic devices 
were also obtained and executed. At the time of his arrest, in Mendoza possessed his ED issued 
iPhone and computer, which were transferred to the OIG's possession the following day. 

On November 22, 2016, Mendoza submitted a resignation letter to ED, which became effective 
on November 25, 2016. 

The OIG acquired Mendoza's, relevant time and attendance records (webTA) and his assigned 
SmarT rip transit benefits account number to compare them to the dates and times when 
Mendoza was engaging in or attempting, voyeuristic acts/potential criminal conduct. 
Mendoza's ed.gov email account and his ED issued computer were also examined. 

When the work hours claimed and the SmarTrip transit benefit account number assigned to 
Mendoza were scrutinized, in relation to Mendoza's actions reported and/or captured on video, 
it was evident that Mendoza was engaging in or attempting voyeuristic acts/criminal conduct 
while utilizing government benefits and/or on scheduled/claimed work time. 

On at least four occasions, whi le in a work status and/or using his SmarTrip benefits, between 
July 1, 2016 and July 8, 2016, Mendoza engaged in (or attempted to engage in) what appeared 
to be voyeuristic acts by recording video or taking photographs up unknowing/non-consenting 
women's skirts. 

PROSECUTIVE/ADMINISTRATIVE STATUS 

Prior to the resolution of the OIG investigation and subsequent administrative referral to ED, 
Mendoza resigned on November 25, 2016. 

On January 13, 2017, Mendoza pleaded guilty to attempted voyeurism in violation of 22 D.C. 
Code §§ 3531(d), 1803 (2001 ed.) in the Superior Court of the District of Columbia and was 
sentenced to ninety days incarceration (suspended), one year of supervised probation and a 
$100 dollar assessment for the Victims of Violent Crime Act. 

On Aprill4, 2017, the OIG requested that the ED Office of Personnel Security seek debarment 
of Mendoza from federal employment due to suitability through the Office of Personnel 
Management. 

On August 10, 2017, the OIG, in compliance with the National Defense Authorization Act for 
Fiscal Year 2017, Sec. 2, Division A, Title XI, Subtitle C, § 1140 (Pub. L. No.114-328)(codified at 5 
U.S.C. § 3322), sent forth a notification of a completed OIG investigation, along with a Report of 
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Investigation to the ED Chief Human Capital Officer e 
aforementioned statute mandates that ED make a perman cial personnel 
file of an employee who resigns prior to the resolu-·n of a ersonnel investigation, which 
results in an adverse finding. On October 4, 2017 D Director of Workforce 
Relations Division, Office of Human Resources, advised that a notation was made in Mendoza's 
official personnel file regarding this matter. 

SUBJECT OF INVESTIGATION 

Name: WILLIAM MEN . Last Known drf•-irocc 

last Known Telephone Date of 

EXHIBITS 

1. Referral Memo/Administrative ROI 
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UNITED STATES DEPARTMENT OF EDUCATION 
 

DATE OF ACTIVITY: July 31, 2017 

ACTIVITY BY: 	 ASAC 
 

CASE NUMBER: 16-000756 

CASE NAME: 	 William Mendoza (Employee) 

REFERENCE: 	 Investigative Comparison 

This memorandum will serve as documentation of the Mendoza's relevant time and attendance 
records (webTA), his assigned Smartrip transit benefits account number and how both align with 
the timing of when Mendoza was engaging in, or attempting thereto, voyeuristic acts/potential 
criminal conduct. 

When Mendoza's time card (webTA/T&A Summary) was acquired for pay period 15 in 2016, it 
revealed the following hours claimed: 

• 	 July 5, 2017- Start Time 9:00AM; Stop Time 5:30PM; Meal Time .5 hours 
• 	 July 6, 2017- Start Time 9:00AM; Stop Time 5:30PM; Meal Time .5 hours 
• 	 July 7, 2017- Start Time 9:00AM; Stop Time 5:30PM; Meal Time .5 hours 
• 	 July 8, 2017- Start Time 9:00AM; Stop Time 5:30PM; Meal Time .5 hours 

When Mendoza's Smartrip transit benefit assigned account number was requested, it returned a 
card number of- . 

On November 30, 2016, Detective--· Metro Transit Police Department, served as 
the affiant on a search warrant app~e Superior Court for the District of Columbia 
for items, which included a Department of Education (ED) Dell laptop computer bearing 
EDU613266 (Mendoza's assigned laptop computer). Detective- did secure the 
aforementioned search warrant to execute a search for evidenc~eurism in violation of 22 
DC Code§ 3531 . In his recitation of probable cause, Detective- provided the following 
facts: 

• 	 A victim/witness (VW-1) reported to the Metro Transit PD, that on July 7, 2016, at 
approximately 9:35AM, she was exiting the Washington, DC Metro system at 
McPherson Square Metro station (1400 I Street NW) While on the escalator, VW-1 
heard a male voice yell "stop!" VW-1 observed a man (later identified by Detective 
- as Mendoza) run past her carrying a cell phone and a bag over one shoulder. 
Tlieiiidividual who yelled "stop" approached VW-1 and advised her that Mendoza was 
taking pictures of VW-1 's undergarments by placing his cellular phone under her skirt. 

• 	 A review of video footage revealed Mendoza exiting the paid area of the subject Metro 
station, waiting for VW-1 to pass him and him following her onto, and up, the escalator 
with an illuminated cell phone pointed in the direction of VW-1 's dress. At the top of the 
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escalator, the video footage displayed Mendoza stepping around VW-1 and running from 
the scene. 

was able to discern that Mendoza was using a Smartrip card with a number of 
. The phone number associated with the aforementioned account and 

s open source searches, led Detective - to identify the unknown man in all of the 
above and below referenced video footage a~oza. After querying Smartrip card activity 
bearing said number, Detective- found additional conduct/similar offenses captured on 
digital video surveillance footag~ following dates: 

July 5, 2016, approximately 2:09PM, Mendoza departed a train at the Union Station Metro (800 
1st Street N E) followed VW -2, who wore a short jean skirt, onto two different escalators with his 
illuminated cell phone in his hand in positions in close proximity to the bottom of VW-2's skirt. 

July 5, 2016, approximately 2:31PM, Mendoza exited Metro Center metro (607 13th St NW). 
Mendoza followed VW-3, who was wearing extremely short cut black shorts, onto the escalator 
leading to the street and placed an illuminated cell phone in close proximity to the bottom of 
VW-3's shorts. 

July 7, 2016, approximately 8:23AM, Mendoza exited McPherson Square Metro, followed VW-4 
towards the escalators, stepped onto the escalator behind VW-4 with an illuminated cell phone 
in his hand and placed the phone in close proximity to VW-4's dress. VW-4 is observed pulling 
her skirt close to he-re s. VW-4 was contacted by Detective - and VW-4 indicated she 
knew why Detective was contacting her. VW-4 acknowredQed the incident and provided 
that the same male escn ed as taller white or Latino man with glasses and a pony tail), two 
weeks prior, used his cell phone to film her underwear while she rode the train . 

July 7, 2016, approximately 6:19PM, Mendoza was at the Virginia Square Metro station (3600 
Fairfax Drive, Arlington, VA) standing directly below a video surveillance camera wherein he 
unlocks a cell phone and accesses a stored video, which depicted the lower half of a woman's 
body with her undergarments visible from underneath a white skirt. The video appeared to have 
been surreptitiously filmed in a store's dressing room. 

July 8, 2016, approximately 9:25AM, Mendoza exited the paid area of Farragut West Metro (837 
1th Street NW) followed VW-5, who wore a maroon dress, onto the escalators where he placed 
an illuminated cell phone near the bottom of her dress while immediately behind her. After 
completion of this action, Mendoza turned around, walked down the escalator at Farragut West 
and returned to the unpaid area of the station. Mendoza waited in this area for approximately 1 
minute before following VW-6 as she exited the station via escalator. VW-6 wore a blue dress. 
Mendoza stood behind VW-6 on the escalator and placed an illuminated cell phone near the 
bottom of her skirt and a bright light appeared which was consistent with a "flash" associated 
with a camera. 

When examining the above listed hours claimed and the Smartrip transit benefit account 
number assigned to Mendoza in relation to Mendoza's actions reported and/or captured on 
video, it is evident that Mendoza was engaging in or attempting voyeuristic acts/potential 
criminal conduct while utilizing government benefits and/or on scheduled/claimed work time. 
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SUPERIOR COURT OF THE DISTRICT OF COLUMBIA 

United States of America .JUI)GMENT IN A CRIMINAL CASE 
Vs. (Probation) 

WILLIAM M MENDOZA <·asc No. 2016 CF2 019133 
 
DOB: .- PDID: 718138 
 

lJCDC No 
 

THE DEFENDANT HAVING BEEN FOUND GUILTY ON TilE FOLLOWING COlTNT(S) AS INDICATED BELOW: 

Count Court Finding 
 

Found Guilty - Plea Attempted Voyeurism Privacy - Mtsdemcanor 
 

SENTENCE OF THE COURT 
Count l Attempted Voyeurism- Privacy Misdemeanor. Sentenced to 90 day(s) incarceration, execution of sentence suspended as 
to all, *Supervised Probation for I year(s), $100.00 VVCA, VVCA Due Date 021101201 7 

Defendant is hereby ordered placed on probation - See-Page 2 of this Order for Conditions of Probation; upon release from either the 
courtroom or incarceration, Defendant must report to 300 Indiana A ventll' IVW. Room 2070, Washinf.{lon. DC. by the next business day 
after release from jail or prison. 

Total costs in the aggregate amount of$ 100.00 have been assessed under the Victims of Violent Crime Compensation 

Act of 1996, and D have ~have not been paid . D Appeal Rights Given 0 Gm Offender Registry Order Issued 

D Sex Offender Registration Notice Given D Dorrestic v iolence notice given prohibiting possess ion/purchase of firearm or anmunition 

DIn addition to any condition ofprobation, restitution is made part of the sentence and judgment pursuant to D.C. Code§ 16-711. 

1/13/2017 f'JJ,f'h..O~-<---
Date --~EO 

Judge 

Entered by Clerk pursuant to Criminal Rule 32(1) ~ 
Veda Rasheed l/13/2017 
Deputy ClerkDate 

fldf~I~M~~~~~~~~~ 
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CASE N\JMBER: 2016 CF2 019133 

Df.,FENDANT: WILLIAM M MENDOZA 

The Defendant is hereby placed on *Supervised Probation for a term of 1 year(s). 

GENERAL CONDITIONS OF PROBATION 
1. 	 Obey all laws, ordinances, and regulations. 

2. 	 Report to CSOSA today and then for all appointments scheduled by your Community Supervision Officer (CSO). 

3. 	 Permit your CSO to visit your place of residence. 

4. 	 Notify your CSO within one business day of (A) an arrest or questioning by a law enforcement officer, (B) a change 
in your residence, or (C) a change in your employment. 

5. 	 Obtain the permission of your CSO before you relocate from the District ofColumbia. 

6. 	 Do not illegally possess or use a controlled substance or any paraphernalia related to such substances (you may take 
lawfully prescribed medication). You must not frequent a place where you know a controlled substance is illegally 
used or distributed. 

7. 	 You must drug test at the discretion of CSOSA. In the event of illicit drug use or other violation of conditions of 
probation, participate as directed by your CSO in a program of graduated sanctions that may include periods of 
residential placement or services. 

8. 	 Participate in and complete CSOSA's employment/academic program, if directed by your CSO. 

9. 	 Participate in and complete other CSOSA's programs as identified through CSOSA's risk and needs assessment. 

10. 	 Satisfy all court imposed financial obligation(s) (fines, restitution, Victim of Violent Crime Act assessments, etc.) to 
which you are subject. You must provide financial information relevant to the payment of such a financial obligation 
that is requested by your CSO. A payment plan will be established by your CSO so that you will be in a position to 
pay your court imposed financial obligation(s) within 90 days prior to the termination of your probation. 

SPECIAL CONDITIONS OF PROBATION 

1. 	 Cooperate in seeking and accepting medical, psychological or psychiatric treatment in accordance with written 
notice from your CSO. 

2. 	 Restitution of$ _____ in monthly installments of$ _____ beginning 


D The Court will distribute monies to: 


3. 	 D You are to stay away from the person(s) and or address(es) listed below: 

D You are to stay away from the following places or area (s): 

You are not to have contact with any of the persons named above. You must remain at least 100 yards away from them, 
their home, and/or their places of employment. You are not to communicate, or attempt to communicate with any of 
these persons, either directly or through any other person, by telephone, written message, electronic message, pager, or 
otherwise, except through your lawyer. 

4. Other Special Conditions: The court is permitting the defendant to live in Montana or South Dakota. 
The defendant shall submit to CSOSA by either fax or email regular updates of reports of sessions with a mental health expert 
professional with expertise in sexual behavior issues. 

CDJCPROB.doc 
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SUPERIOR COURT 

OF THE 


DISTRICf OF COLUMBIA 


UNITED STATES OF AMERICA CRIMINAL NO.: 2016 CF2 19133 

v. JUDGE DEMEO 

WILLIAM MENDOZA 

INFORMATION 

1. 1. On or about July 7, 2016, within the District ofColumbia, the defendant, William 

Martin Mendoza, attempted to intentionally capture an image of a private area o._ 

under circumstances in which~ad a reasonable expectation of privacy, without her 

express or informed consent. (Attempted Voyeurism) in violation of22 D.C. Code, Sections 

353l(d)and 1803 (2001 ed.)). 

Respectfully submitted, 

CHANNING D. PHILUPS 
UNITED STATES ATTORNEY 

Assistant United States Attorney 
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PREPARED BY: DATE '2 05 '2016 

DISTRIBUTION: File OFFICE REGION 1 I · TCD 

NARRATIVE 

This investigation was predicated by a referral from the J : Department of Educat1on t Department ) Office 
of the Chief Information Officer (OCIO 1 The referra • allegecl that used • assigned 
government-owned computer to search for sexua•'! e 'P1tCit :h; d i'<p1oitation rnateria l ·. h1le at"1!ork The 
investigation revealed that - performed severa< searc t'es to· trt ~ ·,c.:- Jf r1ateria' over a period of 
several days. and artifacts resulting from those searches .:;ore found ,,..., one -;10vernment -o ... ned computer 

issued to - · This investigation :Jas presented 'c prJseCl.tiOI' •.:. tt1e .! 3 Attorney's Office 
(USAO) in both District of Virginia (ED vA) and the D1strrct of Columbta (DC). but was 

- was employed by the 
was assigned the duties of an 

for the Department. In this 

matters an. matters 

On 2014 . the IT Secunt, :Jperat1ons (ente r detected an alert from a 

The alert tnformalton tndtcated 

with matware. Department records revealed the computer C,overnment 1ssued computer 
assigned t~. Preliminary rev ie ~. of net.·.or~ ogs · DepartrPent PE"sonner revealed that at the 
time of the alert the subject computer .-;as bemg useel !c search to• an ci , t'? · pornography through the 
Internet search engine Bing !Attachment 1 1 

Per Department policy. in order to determrne .. hethe• :r>;;. '>U!)ject ·:•)!llJ.;LJ ii?• ·as tn fectecl .:rth mahvare 
and the source of the infection . Department IT Securrty personne ' ro"· :t1e ·:. ffrce of the Chref Information 
Officer (OCIO) retrieved the computer from orf space iO Jotar n a forensiC rmage of the hard 
drive and for the purpose of determining · as rn f<? :ted t!h tndetected mal::are that generated 

Thts report ts the property of Offtce of lnveshqi.ltton -...ervtn·~ nnd h ·""""·! · , ,, ';· · " t • ·' ,,, ' ,, "· •! t.•· l"~ ·tuillH •-·d 
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availability to be determined by 5 U.S.C.552 
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the detected traffic. Dunng the forensic examtnatton of the computer multtp le ant1 -virus scans of the 
computer with different anti-virus products found potenttally maltctous ftles but the creatton date of those 
files significantly pre-dated the date on whtch the trafftc that alerted the rnalware sensor occurred In order 
to determine the cause of the malware detectton OCIO began a revtew of web htstory and browser 
artifacts on the subject computer During thts revtew on December ') 2014 OC IO recovered from the 
browser cache on the computer graphtc photo 11nages of nude anci nearly nude children as well as 
graphically drawn images of chtldren engagtng 111 sexual acts wtth adults Upon discovenng tmages that 
could be construed as child exploitation OCIO tmmedtatelv ceased the revtew of the com puter and 
notified the Technology Crimes Division (TCD) of the Offtce of Inspector General for the Department of 
Education (ED OIG) 

On December 3, 2014, TCD reviewed the matenal dtscovered by OCIO and determmed 11 to be nearly 
identical to material from another tnvesttgatton that resulted 111 prosecutton for possesston of child 
exploitation images. TCD took possession of the forenstc 11nage as well e1s the hard drive from the 
computer, which had been retained by OCIO personnel 

A second forensic image of the computer hard dnve was obtamed and examtned by TCD The digital 
forensic examination was completed on April 15 2015 (Attachment 2) The exammatton revealed thirteen 
images of apparent minors and possibly pre-pubescent chtldren 111 vattous levels of undress tncluding one 
engaged in sexual activity. 1n temporary Internet ftles of the user profile - Addtttonally , the 
following Internet searches were conducted ustng the - profile between October 19. 2014. 
and October 22 , 2014 

Very+ Young+Little+Girls 
 
Lola+ Pre+ Very+ Y oung+Surprised+Gtrl
 
Lola+Pre+Very+Young+Baby+Girl 
 
Lola+Pre+Very+Young+ Thai+Girls 
 
lola+pre+very+young+surprised+gtrl 
 
Very+ Young+Giri+Oid+Man 
 
Naked+ Toddler+Sucking+Cock 
 
Very+ Young+Little+Girls+Sucking 
 
Lola+Pre+Very+ Young+Boys 
 
Very+ Young+Pre+ Lola+Girls 
 
Pre+Girls+Sucking+Dick 
 
Too+Young+Boy 
 
VK+Boy+Suck+lt 
 
Vintage+Nudist+Boys 
 
Boys+Only+Nudist+Camp 
 
Little+Boy+Nudists+But 
 
boys+fucking+animals+xxx 
 
animal+loving+boys+xxx 
 
dennis+the+menace+xxx 
 

Department records reveale~ was asstgned a Government fLtrn,sherl laptop computer and that 


- did have a telework agreement in place 


On 4/30/2015 , this investigation was presented to the USAO 111 EDVA The tnvesttgatton was accepted in 

order support the obtaining of search warrants for further 1nvesttgatt on Search warrants for ­

home and office were obtained from EDVA and DC respecttvely (Attachment 3 ;md 4) 


on 08/05/2015. Four 
government-owned computers were setzed from these locattons 
TCD executed a search warrant on the restden ce and offtce of 

- was interviewed during the search warrant execu tt on Dunng the tntervtew - did not 
state that I recalled using the described search terms - satd • was testing the website 
blocking p ocols employed by the Department. and some of the tmages tha. found dunng 1 
browsing and searching might be constdered Chi ld Explottatton matenal !Attachment 5) · 

This report is the property of Office of Investigation Services and IS loaned to yoLu agency 11 and 1ts contents may not be reprod uced 
without written permission. The report is FOR OFFICIAL USE ONLY and its disclosure to unauthorized persons is prohibited. Public 
availability to be determined by 5 U.S.C.552 
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The Department indefinitely suspended 1111111 pendmg t11e results of this 

investigation (Attachment 6 l On . /20 15 the DepartPl<?n: had retired from 

civil service (Attachment 7 ). 

On 12/07/2015. digital evidence forensic exammers from TCC searche•.i hreE" of the se1zed computers for 
additional evidence. No child exploitation matena1 as :ocatecl as c1 ro::su t c-' t11e search Attachment 8 ). 

The fourth seized computer was encrypted and could not oe ac e,.sed for s<?arc '' 

On 05/20/2016. TCD provided the hashes of ali pornograv _ •nages 'ound C'n computer to 
the National Center for Missing and ExplOited Cnndren • J 1~ r.tEC. n )' cler rc· compare those hashes to 

hashes of images previously submitted to NC1.1EC fc ·= •an1.natro·· .. successfu' match tn th is 
comparison only indicates that NCMEC has seen llw ·•nage ere . rous•\ :1nd nol tl>at NCMEC has 

determined the image to be chtld exploJtatton matena C•' )Pe ct P••· sut-"··r tted t1ashes matched and tt 
was not one of the suspected thirteen Child Explottatton .mage:, .:.t•acrnlE"'t :· 

On 06/30/2016. TCD received a verbal decltnatton of prosecutton from the Eastern Dtstnct of Vrrginia due 

a prosecutor from DC and ·e :te · ed :he thtrteen posstble Chtld 
DC declined thts tnvesttgalton for prosecution due 

As this investigation has been declined for prosecuttor and h3~ ret ·· eel from federa l servrce. this 
investigation is closed 

Thts report ts the property of Offtce of lnveshgattc.n "t~rvrU•'> ·Hl<lr<-1 •<lll"l · , • ';· • "' 1 • ·•'· '" ",, '' · i·•· r··pru>!w r·d 
wtltlout wnHen permtsston The repot1t'> FOR OFFICIAL USE ONLY and rts disclosure to unauthorrzed persons •s prohibited Public 

availability to be determined by 5 U.S.C.552 
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SUBJECT 

Index Name 


Index Code Individual 


 et1

~ 

Birth Date 	 ­
Individual Address 	 Stre

-ry USA -
­

City ': tate Zip Code ~

Count

Individual Telephone 
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Prosecutive Status 

Declined Crininal Action 

Index Name 

Declined Date 

Declined Reason 

Declined Attorney Code 

Declined Assistant Attorney 

Declined Venue 

06/29/2016 

Minimal Federal In

US Attorney -Virginia , Eastern D

terest or no Deterrent Value 

1stnct (Federal I 
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Attachments (all attachments from documents) 

DOCUMENT FILENAME 

_ _EDSERdocx.docx 

Forensic Reportpdf 

_ _ home_warrant_signedpdf.pdf 

_ _ office_warrant_signedpdf.pdf 

_ _ suspension_letterpdf. pdf 

_ _ retirement_ notice_ emailpdf pdf 

Document301A_2483.pdf 

NCMEC_reports zip 

EDVA_declinationpdf.pdf 

declination_emailpdf.pdf 

Interview of - .docx 
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